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1 Overview

1.1

1.2

Benefits

Easy Backup of

Microsoft Exchange Server 2000 / 2003

Microsoft SQL Server 7.0 / 2000

Lotus Domino/Notes 5.0 or above

Oracle 8i or above

MySQL 3.2.4 or above

Windows System State

Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)

Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
Other common files (e.g. *.doc, *.xIs)

Support backing up only changes within a file (using in-file delta technology)

Support backing up of open files on Windows XP/2003 (Volume Shadow Copy)

Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac OS
X metadata and resource forks

Easy to use, deploy and maintain

CoNoORWNE

Features

(New in 5.2) Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.
(New in 5.2) Choose whether to restore “file permissions” during restore.

(New in 5.2) For “Local Copy” backup, ability to choose whether to perform a local copy backup only
and skip the offsite backup.

(New in 5.2) Lotus Notes/Domino agent for Linux.

(New in 5.2) Auto Upgrade Agent to automatically upgrade the client software.

User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user’s preference).

Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of
every month).

Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

In-File Delta backup (i.e. backing up only changes within files).

Off-line backup mode and logout backup reminder.

Customizable backup schedule allows backups to be scheduled at any time.

Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

Increment backup strategy ensures that only new or updated files are sent to the backup server.
Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

Can integrate with external “Open File Manager” to provide open file backup support to all open files.
Access backup data anytime, anywhere by using a web browser.

Comprehensive backup report lists all files backed up. Backup report delivered automatically via email.
Backup data are CRC validated before they are stored on server.

Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xIs in your
computer in a single operation.

Run any custom OS commands before/after a backup job.

Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2
Runtime Environment.

Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.

XZ Backup LLC
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1.3 Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data

Each backup user can restrict online access to his files to his pre-defined list of IP addresses

1.4 System Requirements

Operating System:
1. Windows 2000 / XP / 2003 *
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
3.  Mac OS X 10.2 or above
4.  All other operating systems that supports Java2 Runtime Environment 1.4.1 or above
Memory: 128MB (minimum), 512MB (recommended)
Disk Space: 250MB
Network Protocol: TCP/IP (http/https)

* The use of Windows 2000 WorkStation and XP Professional is only recommended for backup system with less
than 20 users. For 20 or more users, please use Windows 2000 or 2003 Server instead.

Operating System:
Windows 95 /98 / ME / NT /2000 / XP / 2003

2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
Solaris 2.x or above
Mac OS X 10.2 or above
NetWare 5.1 or above (with Perl v5.8.4 or above)
All other operating systems that supports Java2 Runtime Environment 1.3.1 or above
Memory 128MB (minimum), 256MB (recommended)
Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

o0 sw

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.

XZ Backup LLC Page 6 of 128 (November 20, 2007)
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2 Installing OBM

2.1 Installing OBM for Windows

! "# $# % #

3 Online Backup Services Management Console - Microsoft Internet Explorer =101 x|

Select your Operating System
; My
ﬂ & N solLaris
Installation Guide - OBM - Windows Print

System Requirement

Operating System : Windows 95 f 98 / ME / NT / 2000 / XP / 2003
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Reguirement:
o Windows 85 - Please download and install Windows Socket 2 Update for Windows 85
(w9Sws2setup.exe)
Windows NT / 2000 / XP / 2003 - Please make sure you have logged onto Windows
using an account with administrative privileges

[s]

Online Backup Manager - chm-win.exe

Get Started

1. Download the =etup file (obm-win.exe) above and run it

2. Follow the instructions on the installation wizard to complete installation

3. When finished, a new icon (OBM) will be installed to the system tray (near the clock)
automatically and OBM will be |aunched automatically.

4. (optional) Enter the backup =server host name in the [Address] field and press the [Next]
button.

=
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2.2 Installing OBM for Mac OS X

! "# $ + #
& % +
) (#
- * #
* # /
#

©Online Backup Services Management Console - Microsoft Internet Explorer

My

iy solaris

Installation Guide - OBM - Mac 0S X Brint =

System Requirement

Operating System : Mac OS X v10.x
Memory @ 128 Mbytes
Disk Space : 20 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Requirement:
o Apple Java2 Standard Edition 1.3.x or above must be installed already

Online Backup Manager - cbm-mac.zip

Get Started b

1. Download the setup file {obm-mac.zip) above

2. Expand the archive and run the installation wizard [QBM] within the archive
3. Follow the instructions on the installation wizard to complete installation
4, Restart your Mac. Double click the desktop OBM icon to start.

5. (optional) Enter the backup server host name in the [Address] field and press the [Next]
button.

6. If you don't have a backup account, select [Trial Registration] and press the [Next] button LI

XZ Backup LLC Page 8 of 128 (November 20, 2007)



z XZ BACKUP XZ Backup Manager Advanced v5.2

ADVANCED BACKUP SOLUTIONS User’s Guide

2.3 Installing OBM for Linux
Lo# $ % + #
& 01,
2% 01,34 4 4
! % # 5 01,

2 501,
2 6%65 01,%+ $ % +

) 7
2 501,
24 4
B g x
24 4 4
24 4 4%
9 "7
2% "7:5%3 7:.0""<, 0 (0= < 7>% ?@A AB
C <
2 501 .4 4 D

7} Online Backup Services Management Console - Microsoft Internet Explorer

Select your Operating System

My i,
g soLaris
Installation Guide - OBM - Linux Print =

System Requirement

Operating System : Linux Kernel 2.2 or above (e.g. Redhat 6.0 or above)

Memory : 128 Mbytes

Disk Space : 100 Mbytes

Network Protocol : TCP/IP (Http/Https)

Additional Reguirement:

o The Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-

K.X-Y.¥.Y.¥.i386.rpm) are required to run Online Backup Manager correctly. If it is not
installed already, please download and install this library from your Linux vendor.

Online Backup M - obm-linux.tar.qz

Get Started - X Window Mode

1. Download the setup file {obm-linux.tar.gz) above

2. Setthe OBM_HOME environment variable (directory to where Online Backup Manager is to
be installed)

sxport 0BM_HOME=/usr/local/obm

3. Unpack the install file to OBM_HOME

mkdir $0BM_HOME El

bar v " EOERM HOME v bl e oo
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2.4 Installing OBM for Netware
! "# + $ # + #

& % + /| @E

/@EF /@QE E E E $
) * 8 *

/@EF /@E E E E

/@EF /@E E E

<

/| @EF /@E E E

3 Online Backup Services Management Console - Microsoft Internet Explorer - | Ellll

‘('v ‘4 W
Ay a N sotaris
Installation Guide - OBM - NetWare Print =

System Requirement

Operating System : Novell NetWare 5.1 or above
Memory @ 128 Mbytes
Disk Space : 100 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Reguirement:
@ Movell IWM 1.3.x or above for NetWare must be installed already

Online Backup - obm-netware.zip

Get Started

1. Download the setup file (obm-netware.zip) above

2. Expand the zip file to 5¥S:\0OBM
3. Install OBM

SYS\OBEM\aua\bin\install-aua.ncf
4. Start Auto Upgrade Agent

5Y5:\OBM\aua\bin\startup.ncf
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2.5

Installing OBM for Sun Solaris

"#

01,

2% 01 .34 4 4 G% 01,

H**01 |,
)%

2 % H*01 ;34 4J 43& ') %G % H*I*

% #
2 501,
2 501,
2 +$% %

7

2% "7:3%3

<

2 501 .4 14

$ + #
# H&, H < H<,
01,
5 01,
+K 6% $
7:0%"'<, 0 (0= ,< 7>* ?@A AB
D
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Wiy

solaris

1.

Installation Guide - OBM - Solaris Print

System Requirement

Get Started - X Window Mode

-

Operating System : Sun Solaris 2.5 or above
Memory : 128 Mbytes

Disk Space : 100 Mbytes

Network Protocol : TCP/IP (Http/Https)

oOnline Backup ger - cbm-zolaris.tar.gz

Download the setup file (obm-solaris.tar.gz) above

Set the OBM_HOME environment variable (directory to where Online Backup Manager is to
be installed)

export OBM_HOME=/usr/local/obm

Set the JAVA_HOME environment variable (directory where J25E Java Runtime Envirenment
(IRE) 1.4.x has been installed)

JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME

Unpack the install file to OBM_HOME

XZ Backup LLC
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3 Uninstalling OBM

M

3.1 Uninstalling OBM for Windows

! ? BS$F? : B $F?* 4< B

& ? B ?< B

3.2 Uninstalling OBM for Mac OS X

! <

N

501 4

3.3 Uninstalling OBM for Linux

! O P M

2 501 4
2 4

2 6 N4

3.4 Uninstalling OBM for Netware

| @EF /@E E E E

&

/@EF /@E E E E #

< /| @E
)y < | @E
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3.5 Uninstalling OBM for Solaris

! O P M
& 01,
2% 01 .34 4 4 G% 01,

H*I*Ol s # H&, H < 3y H<)
)%

2 % H*01 ;34 4J 43& ') %G % H*I* 01,

N

501 4
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4 Using OBM
# #
4.1 System Tray Launcher (Windows Only)
* #
%
Backup 4
Backop and Logoff 4
Backop and Festart r
Backop and Shutdown
Help
Stop Bunning Backop  F
Exit
[ 1446
< #o# # @
<
< $
< $
Q ##
< < $
Q # #
# < $
# #
1 #
7
$
,%
4.2 Logon Dialog
#

##
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L Online Backup Manager Logon

&E". Login Mame Idemn
-
“ Passward I"'**

=101 x|

¥ Save password

rLanguage
English =]

~Backup Server
= ity " https

Address: fwwnbackup-provider.corm|

[ Proxy Setting
1 Provy  Socks = Mone

Froxy Address I

Fart: I

Wser Marme: |

Fassward: I

oK | Cancel Options =<

|F‘Iease logon to Online Backup Manager.

$ O@

?”>* B #H# 8 @CACA

7 %
(? RB % ) -#

4.3 Language Selection

%

CA )

? %
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R Iel
ﬁt' Login Narme: Idemo
“ password: I’"""
¥ Save passward
rLanguage
[Englisn v
TlEesky o
Dansk
Deutsch |
_Espaﬁol |
_{Suomi |
Frangais
islenska -
Prayy Address: |
Fart: I
User Marme: |
Fassward: I
QK | Cancel | Options ==
|F’Iease logon to Online Backup Manager.
* # # /
JRITEY
Backup Set Backup Restore Tools Wiew Help
IH save setting | P> Btart Backup: [l Biop Backup |
g‘: Backup Caontraller B‘ E—-':: User Profile
nger Erofile ~User Information
=+ FileBackupSet1
i Backup Source Login Mame:  dermo
]
it Backup Schedula Pasgworg, e Change
4 Backup Filter | e |
—r—flCommand Line Toal Display Name: Demonstration Account Change
—f 1 Setting
— L) Encryption Account Information
—ﬁ Retention Policy :
—\%Emra EBackup Guota: 50m
—f'}'_.ln-FiIe Delta Time Zane: IGMT+DB:DD (HKT) 'l
=y Local copy
~Contact
|dem0@y0ur—company cam LI
Contact Mame: Demanstration Accaunt
Email Address: demo@your-company.cam
Add Remove Properties ¢
& Backup |&'l Restare | @ Log|
|We|cume to Online Backup Manager! |Quma (Remaining § Total): S0M / 500 |Last Backup: -
/ #
? # B ? B % # * # #
, # # # % ?R B
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3
013 Pazsword: I
Hew Password: I
Confirm New Password: I
CK | Cancel
" > B ? B % * "
> # s # ? RB

? T BJ + # % +

Contact Mame: |

Email Address: I

< B
?RB

)
o3}

Contact Marme: |Dem0 Aceaunt

Email Address: Idemn@yuur—cnmpany.com

0K | Cancel |

4.5 Backup Logs
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Inonline Backup Manager =10 x|
Backup Set Backup Restore Tools Miew Help
|5 save Seting |
'@ Log Contraller Log Tahle (2007-01-15-21-00-01.log) Page: |171 =
EH @ FileBackupSet-1 Type | Log | Time |
G Start [Windows XF (solomon), OBM5321.0] (2007401115 21:00:01] j
- i @ Start running pre-commands [2007/01/15 21:00:03]
2007-01-15-17-30-40 log @ Finished running pre-cammands [2007/01/16 21:00:02]
AU el R (D Starting 1o creale Shadow Copy Set ... [2007/01/15 21:00:02)
@ Shadow Copy Setcreated successiully (200770115 21:00.048]
@ Downloading serverfile list.. [2007701/15 21:00:06]
@ Reading hackup source ftom hard disk... [2007/01/15 21:00:07]
> Reading backup source from hard disk... Completed [2007/01/15 21:00:08]
@ [Local Copy] Start running lacal backup [2007f01/15 21:00:08]
@ [Lacal Copy] Reading local backup files from hard disk. [2007f01/15 21:00:08]
@ Downloading serverfile list. Completed (20075017146 21:00:08]
@ [Local Copy] Reading local hackup files from hard disk... Com... (2007701146 21:00.08)
@ [Local Copy] Getting all files which have heen added... Comple. (200770115 21:00.08)
@ [Local Copy] Getting all files which have been updated... Comp.. [2007701/15 21:00:08]
@ [Local Copy] Getting all fles which have heen deleted... Compl... [2007/01/15 21:00:08]
G [Local Copy] Getting all files which have been moved... Comple.. [2007/01/15 21:00:08]
G [Local Copy] Total New Files = 0 (2007401115 21:00:08)
@ [Local Copy] Total Updated Files =0 [2007f01/15 21:00:08]
@ [Local Copy] Total Update File Permission =0 (20077017146 21:00:09]
@ [Local Copy] Total Deleted Files=1 (2007701145 21:00.09]
@ [Local Copy] Total Moved Files =0 (200770115 21:00.09]
@ [Local Copy] [Deleted File] Deleting "CiLocalBackupil 1688485, [2007701/15 21:00:09]
4 | ¥] Show: [ai 'I Logs per page: 500«
‘s Backup | &) Restore [@ Log
|Eackup Completed Successfully |Qunta {Remaining f Totaly: 986G 110G |Last Backup: 2007-01-146 21:00

XZ Backup LLC Page 19 of 128 (November 20, 2007)



z XZ BACKU P XZ Backup Manager Advanced v5.2
User’s Guide

ADVANCED BACKUP S0LUTIONS

Setting Up Backup Sets

* #
# % #
. , (
% #
# #
# ? B $F 7> #B ( % U
o( P

il
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| File Backup Set
,_x Remaoyve » m‘ System State Backup Set

m |4 Lotus Backup Set
TH] Exit [#] MS Exchange Backup Set
T | ME Exchange Mail Level Backup Set
({71 MS 5L Server Backup Set Frm—

[ MySQL Backup Set
|& Oracle Database Backup Set

an Account Change

(41 Encryption ~Account Information

ﬁj Retention Policy
Quota: 10G

Extra Backup
% In-File Delta Time Zone: |GMT+08:00 (HKT) 'I

Local Copy

rCaontact

|demn@ynur—mmpany corn =l

Contact Narne: Demonstration Account
Ernail Address: demo@your-company.com

Add Remove Properties |

o Backup | [*1] Resmre| & Lngl
[Backup Cormpleted Successfully

[Qunta (Remaining  Tataly: 9 866 /106G [Last Backup: 2007-01-16 21:00

5.1 Backup Set Type
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%
7 % &AAA 4 8AN
7 #

XZ Backup LLC Page 20 of 128 (November 20, 2007)



z XZ BACKU P XZ Backup Manager Advanced v5.2

ADVAMNCED BACKUP SOLUTIONS User’s Guide

5.2 Backup Source
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.En Online Backup Manager = [=] B3

Backup Set Backup Restore Tools View Help
15| save Setting " start Backup [l Stop Backup ‘

g‘, Backup Cantroller ‘p‘_x Eﬁl Backup Source iFileBackupSet-1) @
2 User Profile B0 Standard
E!—f_ﬁ‘ FileBackupSet-1 L'j hy Documents (CDocuments and Settingsijohn. smithiby Documents)
5B ackup Sourcel 115) Outiook Express
= Backup Schedule ¢ Favorites
4] Backup Filter @ Deskiop
= command Line T | #0115 Options
1 setting = i§ My Camputer
[ 34 Floppy (&)
[ < Lacal Disk {C3)
[ < Local Disk (D)
O
[ = Local Disk (F)
[ DWD-RW Ditive (G
[11E8 My Sharing Folders
El—‘g My Metwork Places

- @ Entire Metwork

@ Microsoft Terminal Bervices

Local Copy

Y Microzoft Windows Network
€Y web Client Metwark

Log Table (FilBackupSet-1) =
Type | Log Time

|/ —| ]
| & Backup I @) Restare | @ Lag

['aiting for other Backup Job finish |Quota (Remaining / Total): 10G { 10G |Last Backup; -
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5 save setting | P> start Backup [ Stop Backun |
\e» Backup Contraller (ia) |3 Backup Set- FileBackupSet-1
e Q_S_g_r__E_rq_ﬁ!_e___ bt [ Backup Set
E—’ﬁ‘F”EBaCRUpSEH hame: FileBackupSet-1
Backup 5 i
B e D: 1168848359906
hk File Back
- Backup Filter i LIRS
Cormmand Line Tool Metwork Resources Authentication far Windows
Setting Damain:
g Encryption User Mame
ﬁfﬁetemmn Folicy Password
Extra Backup
w2 In-File Delta Properties
LoLalCory ¥ Run scheduled backup on this computer
Lag Table (FileBackupSet-1) =
Tvpe | Log Time
| o Backup @) Restore [ [ Log
|Backup Completed Successfully |Qunta {Remaining [ Total): 10G 710G \LastBackup' 2007-01-1517:20
' Q # #

#
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Marme: IFiIeBackupSet—1

Type: File Backup

Network Resources Authertication for Windo

Darmain: Iwindows-domain

User Name Idemo-ueser

Password: Imm

QK Cancel |

? B
Q # 7 U # # #
# # >Q o P
# #
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# ## W> # W
# 2 $ B
EE <I,<E 1*<, ?2:* Q <"B 48 <@7?" *7>K *17>,0>* ,BE?8 ,<>* B
x
Marme: IPre—backup Command-1
Command: |net use WNetwareiData cassword IUSER: peter
Working Directany: I Browse
814 | Cancel
, # 0% @
EE> # E" # 48 <@
EEQ IE"  # 48,<@Q IE
# # >Q #O##
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5.4 Backup Schedule

*O P M

.LnOnline Backup Manager

Backup Set Backup Restore Tools View Help

=18] x|

|7 5ave Setting [P Start Backup Ml Siop Backup |

g‘: Backup Controller I'! @ Backup Schedule (FileBackupSet-1)

aUser Profile

EH{@ FileBackupSet-1

) Backup Source
Sifackup Schedul

BackupSchedule-1 Properties x|

MName IEaEkupSchedule—1
f Backup Filter

- Command Line Too "B“"””

Seting Files
L) Encryption =
=
ﬁ' Retention Policy be
Extra Backup " Daily £ Monthly © Custom
= In-File Delta
Lacal Capy Da
Backup on the following dayis) every week:
[~ Sunday [ Monday [ Tuesday [~ Wednesday
™ Thursday [ Friday ¥ Saturday

u Remave | Properties |

tart
’78tar1T|me (hhmm): |21 'I IEI[I b ‘

=

top

) Stop after|e Hours)

" Stop on completion (Full Backup)

I Time I

QK Cancel

'Q': Backup | &) Restore] [@) Log

|Eackup completed with warning(s)

|Quuta (Remaining f Total); 8.86G /100G |Lasl Backup: 2007-01-15 21:00
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L1 Online Backup Manager =181 x|
Backup Set Backup Restore Tools Yiew Help
I;:-I Save Setting " Start Backup ! Stap Backup |
\e» Backup Controller L] |4ﬂ§ Backup Filter (FileBackupSet-1)
ayserPruﬁle Add new Backup Filter x|
=HE) FileBackupSet-1
£ Backup Source MName IFiIIeM
)
g Backup Schedule Top Directany: |
~Backup Filter;
- Command Line Tool Browse
] Setting
L) Encryption Apphi To
‘ﬁ[ Retention Policy I File ™ Directory
Extra Backup
* In-File Delta - Pattern Matching
Local Copy Type: & Tedt " Regular Expression
" starts with & contains " ends with
Fattern: Add
Remoyve
F7)
Froperties E
Time
rFilter Mode
& Include matched  Extlude matched
™ exclude all others
{6134 | Cancel

" (& Backun [ @) Restore] [ Log

,Eckup completed with warning(s)

\Quuta {Remaining / Total): 8.86G 110G \LastBackup. 2007-01-15 21:00
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5.6 Pre/Post-Backup Command
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Backup Set Backup Restore Tools View Help

=181 x|
15| save Setting |> Start Backup [l Stop Backup |
E‘, Backup Contraller Q! E Command Line Tool (FileBackupSet-1)
User Profile
= Pre-hacki
5-{@ FilsBackupSet1 et
by Backup Source INU existing Command Line Tool
© Backup Schedule
- Backup Filter Command:
2 :Cummand Line TUU[ Working Directony:
{4 Sefting
5 Encryntion Add | REmmave | Froperties |
i Retenion Polcy I
Extra Backup X
% In-File Detta MName |Fre-hackup Cnmmand-ﬂ
Local Copy Command |
‘Working Directary: | Eronwse |
Lo]i¢ Cancel |
|| T T T
Log Tahle (FileBackupSet1) 7]
Type | Log | Time |
1 &> Backup @) Restare | (@ Log
|Eackup completed with warning(sy \Quota (Remaining [ Totaly: 9.86G § 10G |Last Backup: 2007-01-15 21:00
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' $ J
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%
I # :$ $
# # % $ )
! % (0] P # # @
Set 0bjOLK = createObject("Outlook.Application")
objOLK.quit
& % O P # @
"C:\Program Files\Microsoft Office\OFFICE11\OUTLOOK .EXE"
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5.7 Temporary directory
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5.9 Follow Symbolic Link (Linux/Unix/Mac only)
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5.10 Microsoft's Volume Shadow Copy Service (VSS)
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5.13 Extra Backup (Off-line backup, Logout Reminder )
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5.16 Using One Backup Account for Multiple Computer s
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6 Backing Up Files
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6.1 How files are backed up
# #
(SSL)
All users'
. All user world' 128-
/
key.
)
# % #
8 #
M 1
0) %
$
#
#
#

XZ Backup LLC

Page 38 of 128

(November 20, 2007)



XZ Backup Manager Advanced v5.2
User's Guide

6.2 Backup files directly to the backup server
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#
) on the toolbar

?$ B

Note:
1. You can have more than one backup set in a backup account.
2. Please write the encrypting key down on paper and keep it in a safe place. If you lose your encrypting key,

you will not be able to restore _ your backup files.

6.3 Backup files to removable hard disk (seed loadi  ng)
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7 Restoring Files
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7.1 Restore backup files directly from backup serve r
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7.2 Restore backup files from removable hard disk
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8.2 Block Size
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9 Backup/Restore Oracle 8i/9i
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9.2 Overview
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9.3 How to backup an Oracle Database
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9.4 How to restore an Oracle Database

# # c4L
"y
2V $ (8B # #
#
/J #
(7,
C@5<*;01 .4 4 _7TF
L@5<*;01 4 4 7'F4 4
< "
Cc 8 # @
<
<
C% @
$ svrmgrl
SVRMGRL> connect internal
SVRMGR> startup mount;
ORACLE instance started.
Total System Global Area 95874448 bytes
Fixed Size 64912 bytes
Variable Size 52744192 bytes
Database Buffers 40960000 bytes
Redo Buffers 2105344 bytes
Database mounted.
SVRMGRL> recover database using backup controlfile
ORA-00279: change 419671 generated at 06/14/03 02:5 1:49 needed for thread 1
ORA-00289: suggestion : /data/ora815/vin/archive/AR CH0000000225.LOG
ORA-00280: change 419671 for thread 1 is in sequenc e #225
ORA-00278: log file '/data/ora815/vin/archive/ARCHO 000000224.LOG' no longer needed for this
recovery
Specify log: {<RET>=suggested | filename | AUTO | C ANCEL}
AUTO
Log applied.
6§A:662'7'9':'change 547222 generated at 06/18/03 19:5 8:26 needed for thread 1
ORA-00289: suggestion : /data/ora815/vin/archive/AR CH0000000384.LOG
ORA-00280: change 547222 for thread 1 is in sequenc e #384
ORA-00278: log file '/data/ora815/vin/archive/ARCHO 000000383.LOG' no longer needed for this
recovery
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ORA-00308: cannot open archived log 7data/ora815/v
ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

SVRMGR> recover database using backup controlfile u
ORA-00279: change 547222 generated at 06/18/03 19:5
ORA-00289: suggestion : /data/ora815/vin/archive/AR
ORA-00280: change 547222 for thread 1 is in sequenc
Specify log: {<RET>=suggested | filename | AUTO | C
CANCEL

Media recovery cancelled.

SVRMGR> alter database open resetlogs;

Statement processed.

in/archive/ARCH0000000384.LOG’

ntil cancel

8:26 needed for thread 1
CH0000000384.LOG

e #384

ANCEL}

L %

@

C:\>rman nocatalog

Recovery Manager: Release 9.2.0.1.0 - Production
Copyright (c) 1995, 2002, Oracle Corporation. All
RMAN> connect target

connected to target database (not started)

RMAN> startup mount

connected to target database (not started)

Oracle instance started

database mounted

Total System Global Area 269556596 bytes
Fixed Size
Variable Size

Database Buffers
Redo Buffers

453492 bytes
243269632 bytes
25165824 bytes
667648 bytes

RMAN> recover database until sequence=63 thread=1;

Starting recover at 24-JUN-03
allocated channel: ORA_DISK_1
channel ORA_DISK_1: sid=11 devtype=DISK

starting media recovery

archive log thread 1 sequence 56 is already on disk
C:\ORACLE\ORADATA\VIN\ARCHIVE\1_56.DBF

archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\
media recovery complete

Finished recover at 24-JUN-03

RMAN> alter database open resetlogs;

database opened

rights reserved.

as file

1_56.DBF thread=1 sequence=56
1_57.DBF thread=1 sequence=57
1_58.DBF thread=1 sequence=58
1_59.DBF thread=1 sequence=59
1_60.DBF thread=1 sequence=60
1_61.DBF thread=1 sequence=61
1_62.DBF thread=1 sequence=62
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10 Backup/Restore Microsoft SQL Server 7.0 / 2000

# # V; 9 A 4 &AAA
# V, 9A4 &AAA

10.1 Requirements
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10.2 Overview
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10.3 How to backup Microsoft SQL Server database(s)
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10.4 How to restore Microsoft SQL Server database(s )
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11 Backup/Restore Lotus Domino / Notes
# # " 4> 4.4.
# S 4 > -4.4
11.1 Requirements
4>
#
# J
# @
( *
7 W8 X
(
E; S"7<
<7 < * 7
Al #
IS
7
w8 W
/
% % +
L& % )AL )S
” )
8 @
/
7 / U
W % W
\7V % W
* % @
, 7
. (o
#"77"
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11.3 How to backup Lotus Domino / Notes database(s) /file(s) on
Windows
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11.4 How to restore Lotus Domino / Notes database(s
Windows

) / file(s) on

;" 4> M
27 B #
#; "
# @
"#
7
o" < P
/ %
(% <S<*0"7< @
PROGRAM_DIR=C:\Lotus\Domino
< 0" < P Z/U
(% @ C:\program files\obm\bin\DominoRecover.bat
# Y %
@E; E" E" |/
#

< % @

C:\program files\obm\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or abov

Please make sure that you have done the following:
1. Reinstall Lotus Domino on this computer in the s
2. Restore Notes.ini to the Lotus Domino installati
(e.g. C:\Lotus\Domino)
3. Restore Domino Data directory back to the direct
in Notes.ini (e.g. C:\Lotus\Domino\Data)
4. Restore all archived transaction logs to the dir
in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir)

Continue ? (Y) or (N) y

Running media recovery ...

Please wait, creating new transaction logs in direc
02/12/2003 14:39:19 Recovery Manager: Restart Rec
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50%
02/12/2003 14:39:22 Recovery Manager: Media Recov
C:\Lotus\Domino\Data\admin4.nsf, last update applie

Backup file C:\Lotus\Domino\Data\admin4.nsf recove

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50%
02/12/2003 14:40:57 Recovery Manager: Media Recov
C:\Lotus\Domino\Data\statrep.nsf, last update appli

Backup file C:\Lotus\Domino\Data\statrep.nsf recov

C:\program files\obm\bin>

ame directory
on directory

ory defined

ectory defined

tory: C:\logdir\
overy complete. (0/0

60% 70% 80% 90% 100%
ery complete for
d.

red.

60% 70% 80% 90% 100%
ery complete for
ed.

ered.
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@E E

@
PROGRAM_DIR=C:\Lotus\Domino
INPUTFILE=C:\restore\notesdata\admin4.nsf
RESTOREDB=C:\Lotus\Domino\Data\admin4.nsf
RECDATE=18/01/2007
RECTIME=00:02

< 0" < P

< % @

C:\program files\obm>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or abov e

Running media recovery ...
Restart Analysis (0 MB): 100%

18/01/2007 14:42:15 Recovery Manager: Restart Rec overy complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
18/01/2007 14:42:17 Recovery Manager: Media Recov ery complete for
C:\Lotus\Domino\data\admin4.nsf, last update applie d.

Backup file C:\Lotus\Domino\data\admin4.nsf recove red.

C:\Lotus\Domino>
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11.5 How to backup Lotus Domino / Notes database(s) /file(s) on
Linux

# o P
oP #
4 % # D%
2 501 .4
2 999
# # ;o 4 > 4
#
2 501,
24 4
( ? B $F 2> #B $F ?; B

BB M= Exchange Vial Lavel Backup Sel
e = — =
[ MvE0_ Backup Set

(&) Oracle Catabase Backup Se1

Progerties
rs)
Time |
L Bavap [V Restore ) i Log |
Welcomz to Cnline Dackup Manager |Quota (Remaining / Towal) 99.29G [ 100G |Las: Dackup: 2007-21-29 17:43
f
Add new Lotus Backup Set @
~Backup Set

Please type a name for this Backup Set

Mamme; [LotusBackupset-1 |
Twpe: Lotus Comino Server Backup

Lotus

[notes.ini flacal/nocesdatafnotes.ini
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4 #

\fvarfbackumLmus H Change |

~Backup Schedul

Catabase BackupSchedule (Type: Database; Weekly - Friday)|
Transaction log BackupSchedule (Type: Transaction Logs; e

N R 1)
| A H Remaowve H Properties ‘

‘ Cancel | < Previous ‘ Mext >

Database BackupSchedule Properties. E]
fame: [Database BackupScheduic i
~Backup

® Database inotes.ini, Databases, Files, Transaction Loas)

) Transaction Logs

Ty
" 1 Daily ) wieekhy ) Monthhy ) Custom ‘

[ Can
Eackup on the following days) every week:

[ Sunday: [C] Manday [ Tuesday [ Wechesday
[ Thursday  [¥#] Friday [l Saturday

Sart ‘

Stant Time thheerm): (21 w |2 00 w

Sop
"Stnu on camplation (Full Bac<up) |

> @/
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~Encryption Setting

1@( % £ , .
# C
<
# ? B
" : #
‘ Ok Cancel ‘
?8 B
‘ | (2) Local Hard Disk ¢Seed Load Utilit
Start the backup for [LotusBackupset-1] 2
! Ok !! Cancel !! Oations = > !
/ #
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(&> Backup Cont-olier [# || Backup Set - LatusBackipset-1

2etantion Policy
= =xtra zackup

K I

Firiis iUl 1unniiy pre-Lonmmans
STEFT Jacking U MOZeS INET0 " var DECKUDALOTUS/ L2 /0094 10%

Start gacking up updated files fdatabases 10 "

D158 44]

Quota (Femaining f Totaly 99.26C f 100G Last Backup: 2007-01-29 17:43

11.6 How to restore Lotus Domino / Notes database(s )/ file(s) on

Linux
# # ; " 4 > 4
7 ;0" 4> M
7
?7 B #
#; "
7 # @
" #
7
7
O P
#
(% @ # chown —R notes:notes /local/notesdata
# # # 4 4
o" < P
/ %
( % "w*Q"7< ;8
DATA_DIR=/local/notesdata
LOTUS=/opt/ibm/lotus
o" < P
< 0" < P Z/U
(% @ #./usr/local/obm/bin/DominoRecover.sh
# Y % ;
4 4 / #
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< % @

bash-3.008  cd /usr/local/obm/bin
bash-3.008 ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or abov

Please make sure that you have done the following:
1. Reinstall Lotus Domino on this computer in the s
2. Restore Notes.ini to the Lotus Domino installati
(e.g. /local/notesdata)
3. Restore Domino Data directory back to the direct
in Notes.ini (e.g. /local/notesdata)
4. Restore all archived transaction logs to the dir
in Notes.ini (e.g. /local/notesdata/logdir)

Continue ? (Y) or (N) y

Running media recovery ...

directory /local/notesdata// already exists

Please wait, creating new transaction logs in direc
02/01/2007 11:38:43 AM Recovery Manager: Restart R
needed full/partial recovery)

02/01/2007 11:38:45 AM Recovery Manager: Assigning
Nlocal/notesdata/names.nsf (need new backup for med
Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:45 AM Recovery Manager: Media Rec
/local/notesdata/dfc/dfc100.nsf, last update applie

Backup file /local/notesdata/dfc/dfc100.nsf recove
Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:46 AM Recovery Manager: Media Rec
/local/notesdata/help/decsdoc.nsf, last update appl

Backup file /local/notesdata/iNotes/help70_iwa_en.
Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:50 AM Recovery Manager: Media Rec
/local/notesdata/mail/notes.nsf, last update applie

Backup file /local/notesdata/mail/notes.nsf recove
bash-3.00$

ame directory
on directory

ory defined

ectory defined

tory: /local/notesdata/logdir/
ecovery complete. (0/0 databases

new DBIID for
ia recovery).

overy complete for
d.
red.

overy complete for
ied .

nsf recovered.

overy complete for
d.

red.

* # #
< "
J # @
"#
7
o' < P
(% ## o ) P
4 4 4

LOTUS=/opt/ibm/lotus

@
DATA_DIR=/local/notesdata

INPUTFILE=/restore/local/notesdata/admin4.nsf
RESTOREDB=/local/notesdata/admin4.nsf

RECDATE=18/01/2007
RECTIME=22:41

< O" < P

< % @

bash-3.00$  cd /usr/local/obm/bin
bash-3.00$ ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or abov
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directory /local/notesdata// already exists
Recovering backup file ...

Restart Analysis (0 MB): 100%

18/01/2007 03:35:56 PM Recovery Manager: Restart R
needed full/partial recovery)

Media Recovery Replay (1 MB): 30% 50% 80% 100%
18/01/2007 03:35:57 PM Recovery Manager: Media Rec
tore/local/notesdata/admind4.nsf, last update applie

Backup file /local/restore/local/notesdata/admin4.
Taking database /local/notesdata/admin4.nsf offlin
Restoring database /local/notesdata/admin4.nsf
from recovered backup file /local/restore/local/n
Database file /local/notesdata/admin4.nsf restored
esdata/admin4.nsf

Bringing database /local/notesdata/admin4.nsf onli

Program completed successfully.
bash-3.00$

ecovery complete. (0/0 databa ses
overy complete for /local/res

d.

nsf recovered.

e..

otesdata/admin4.nsf ...
from /local/restore/local/not

ne...
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12 Backup/Restore Microsoft Exchange Server

# # % &AAA 4 &
# % &AAA 4 &AA'

12.1 Requirements
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12.2 Overview
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12.3 How to backup Microsoft Exchange Server
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12.4 How to restore Microsoft Exchange Server
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2% < % B

#
Q #

> % B

# #@
?”>%B

#
Q #

% BS$F? B

%

Y <
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C:\Program Files\OBM\bin> ExchangeRestore.exe
Microsoft Exchange Server 2000/2003 Backup Recovery

Usage:
ExchangeRestore DIR=path SERVER=server TEMP=tempDir
orage [DATABASE=database]]]

DIR Directory containing all backup files

SERVER Name of Exchange Server to be restored

TEMP Temporary directory to be used during
Please specific a path with plenty of

SERVICE Name of Exchange Service to be restored
“"Microsoft Information Store", "Micros
or "Microsoft Site Replication Service

Utility

[SERVICE=service [STORAGE=st

restore
free space
. It must be either
oft Key Management Service"
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STORAGE Name of storage group to be restored
DATABASE Name of database to be restored

Examples:
1. To restore an exchange server:
ExchangeRestore DIR="C:\Backup" SERVER="Exchange

2. To restore the information store:
ExchangeRestore DIR="C:\Backup" SERVER="Exchange
SERVICE="Microsoft Information Store"

3. To restore an exchange storage group:
ExchangeRestore DIR="C:\Backup" SERVER="Exchange
SERVICE="Microsoft Information Store" STORAGE

4. To restore an exchange database:

ExchangeRestore DIR="C:\Backup" SERVER="Exchange
SERVICE="Microsoft Information Store" STORAGE
DATABASE="Databasel"

where

"C:\Backup" is the directory containing all ba

"ExchangeServer" is the server name of an excha

\Temp" is the temporary directory to

torageGroupl" is the name of a storage group

"Databasel" is the name of a database

Server" TEMP="C:\Temp"

Server" TEMP="C:\Temp"

Server" TEMP="C:\Temp"
="StorageGroupl"

Server" TEMP="C:\Temp"
="StorageGroupl"

ckup files
nge server
be used

Y% !
?Q7>&AAA I<B

2A@E B %

2(@E B
@
@E ( EEF% < "7<3W(@E W, 3W(@E W
<I,.<3WQ7>&AAA I<W
% < Y @

E:\Program Files\OBM\bin>
SERVER="WIN2000SVR"

Microsoft Exchange Server 2000/2003 Backup Recovery

[Start] Exchange Server - 'WIN2000SVR'

[Start] Service - 'Microsoft Information Store'
[Start] Storage Group - 'First Storage Group'
[Start] Database - 'Mailbox Store (WIN2000SVR)
Restoring file 'E:\Program Files\Exchsrvrimdbd
Restoring file 'E:\Program Files\Exchsrviimdbd
[End] Database - 'Mailbox Store (WIN2000SVR)'
[Start] Database - 'Public Folder Store (WIN200
Restoring file 'E:\Program Files\Exchsrvimdbd
Restoring file 'E:\Program Files\Exchsrvimdbd
[End] Database - 'Public Folder Store (WIN2000S
[Start] Restoring transaction log - 'First Stor
Restoring Log File 'F:\Temp\restore.tmp\First
Restoring Log File 'F:\Temp\restore.tmp\First
[End] Restoring transaction log - 'First Storag
[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'First Storage Group'
[Start] Storage Group - 'SG2'

[Start] Database - 'acct'
Restoring file 'E:\Program Files\Exchsrvi\SG2\
Restoring file 'E:\Program Files\ExchsrviSG2\
[End] Database - ‘acct'

[Start] Restoring transaction log - 'SG2'
Restoring Log File 'F:\Temp\restore.tmp\SG2\EO
Restoring Log File 'F:\Temp\restore.tmp\SG2\EO
[End] Restoring transaction log - 'SG2'

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'SG2'

[End] Exchange Server - 'WIN2000SVR'

E:\Program Files\OBM\bin>

ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"

Utility

ata\privl.edb' ...
ata\privl.stm' ...

0SVR)'
ata\publ.edb' ...
ata\publ.stm'

age Group'

Storage Group\E00000B3.log' ...
Storage Group\E00000B4.log' ...
e Group'

acct.edb' ...
acct.stm' ...

100072.log' ...
100073.log'" ...
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<, <BWQ7>&AAA IKW <I7 ,3W 7
"ExE BW W

?S-B
?Q7>&AAA I<B

W, :3W(@E W
W <*S,3W S-W

% < % @

E:\Program Files\OBM\bin>
SERVER="WIN2000SVR" SERVICE="Microsoft Information
DATABASE="mail"

Microsoft Exchange Server 2000/2003 Backup Recovery

ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"

Store” STORAGE="SG5"

Utility
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[Start] Storage Group - 'SG5'
[Start] Database - 'mail*
Restoring file 'E:\Program Files\Exchsrvi\SG5\
Restoring file 'E:\Program Files\Exchsrv\SG5\
[End] Database - ‘mail*
[Start] Restoring transaction log - 'SG5'
Restoring Log File 'F:\Temp\restore.tmp\SG5\EQ
Restoring Log File 'F:\Temp\restore.tmp\SG5\E0
[End] Restoring transaction log - 'SG5'
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - 'SG5'

E:\Program Files\OBM\bin>

mail.edb’ ...
mail.stm’ ...

300012.log" ...
300013.log" ...

<

/ ? B$F?: BS$F?*
%

1# Y% < %
%

"ok ok

@E ( Ew E

% @

[T T 7S
- —® - -

< W 4W
@

%

B$F?, |#8B

% o

R

C:\Program Files\ExchsrvrsMDBDATA> ..\bin\eseutil / re00

#
# OAAP O@E: ( E%

< W 4w

C:\Program Files\Exchsrvr\MDBDATA> ..\bin\eseutil /
C:\Program Files\ExchsrvrsMDBDATA> ..\bin\eseutil /

% o (

E""™*p #

p privli.edb
p publ.edb

%

XZ Backup LLC

Page 95 of 128

(November 20, 2007)



XZ Backup Manager Advanced v5.2
User's Guide

13 Backup/Restore Windows System State

# # Q # #
Q #

13.1 Requirements

Q #=": 4 8AN

Q # #
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13.2 Overview
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13.3 How to backup Windows System State
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13.4 How to restore Windows System State
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14 Backup/Restore Individual Brick Level Backup for Microsoft
Exchange Server
14.1 Requirements
% &AAA # $:
@44
% &AA'
% &AAA 4 &AA'
14.2 Overview
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14.3 Granting Privileges
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14.4 How to backup Individual Brick Level Backup
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14.5 How to restore Individual Brick Level Backup
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15 Backup/Restore MySQL Server

# #
\4

15.1 Requirements
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15.2 Overview
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15.3 How to backup MySQL server on Windows
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15.4 How to backup MySQL server on Linux (command | ine mode)
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15.5 How to restore MySQL server
# # V;

"#

< ?0 B ?0 MB@

Q # @EF M
;% ? N NB2 M

MFE <* "** 7(> =7 0

< V:
MF 0 G
MF 0 MG
7 0 M
0 M
< v:

XZ Backup LLC Page 115 of 128 (November 20, 2007)



XZ Backup Manager Advanced v5.2
User's Guide

16 Email Reporting

16.1 New User Report
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16.2 Forgot Password Report
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16.3 Backup Job Report
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16.4 Setting Change Report
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16.5 Inactive User Reminder
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17 Web Features

17.1 Install OBM

#

#
&
#
17.2 Update User Profile
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17.3 Request Forgotten Password
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17.4 Restore/Delete/Undelete Backup Files
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17.5 Review Backup Jobs
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18 Further Information
18.1 FAQs
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18.2 Contact Us
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